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TECHNOLOGY

Automating Technology Audits
Managing technology effectively requires a technology audit.

By Sam Zippin

Throughout the country, schools have signifi -
cantly ramped up their use of technology as 
a teaching tool and as an administrative asset 
for teachers, administrators, and students 

alike. But along with that increased adoption comes an 
increased scope of work for business and IT departments 
whose personnel must manage, secure, and optimize the 
ever-increasing array of devices across their network 
infrastructure.

One of the fi rst and most important overall steps in 
the automating process is to conduct a technology audit.

What is a technology audit? Simply put, it is the pro-
cess of identifying and confi rming the status and loca-
tion of all of an organization’s information technology 
assets. From meeting Tech Readiness requirements to 

managing software licenses, hardware, and other com-
puter assets—and from capital planning to inventory—
audits are important. Knowing what assets you have, 
how they’re used, and who is using them is critical to 
effi cient and cost-effective asset management, especially 
when budgets are tight.

Not surprisingly, most respondents in a recent 
SchoolDude/CoSN survey of K–12 IT professionals 
report that they conduct audits for internal purposes 
only, with 68% indicating they conduct annual audits 
and 14% indicating they audit their assets twice per 
year.

Although these numbers are positive, some schools 
still don’t conduct audits at all. When comparing the 
numbers of respondents who don’t conduct audits at all 
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(6%) with the number of respon-
dents that do not have a software-
based asset management system 
in place (11%), it may be simply 
too overwhelming to perform cost-
effective audits without using a 
software-based asset management 
system. Preparing for Tech Readi-

ness, BYOD, and capital planning 
will not be an easy task without such 
a solution in place.

School districts must manage all 
IT assets. This includes individual 
desktops, notebooks, and tablet 
computers—which, depending on 
your district, may be Apple prod-
ucts, Chrome products, Linux-based 
computers, or others as well as 
their component parts—and server 
computers. Other hardware and 
accessories also need to be audited, 
including printers, networking 
equipment, and presentation equip-
ment, such as projectors and elec-
tronic whiteboards. In some cases, 
assets such as telecommunications 
equipment and security systems can 
also be included in an IT audit.

Confi rming proper software 
licensing is also a signifi cant part 
of a technology audit. Unlicensed 
software installations can expose 
your district to expensive fi nes and 
even civil litigation. Installed soft-
ware that has not been licensed or 
approved for use by your institution 
can not only violate licensing agree-
ments, but can place the security of 
your network and your data at risk.

Technology audits can address 
many key concerns of school busi-
ness offi cers and technology direc-
tors. A survey of IT directors, IT 
managers, technicians, and adminis-
trative staff found that:
• 88.6% reported concern about 

software license compliance and 

would greatly benefi t from an 
automated system.

• 85.7% required technicians or 
contracted help each year to 
spend several days conducting an 
audit of IT assets.

• 80% reported assets sometimes 
disappear and are gone for a 

while before anyone notices.
• 74.3% encountered problems 

with unauthorized software being 
installed on computers.

• 71.4% said it is diffi cult to plan 
hardware and computer replace-
ment and upgrade programs for 
the next three years.
Regular technology audits can 

improve compliance, protect assets, 
minimize unauthorized installa-
tions, and provide a blueprint for 
future upgrades and replacements. 
However, conducting these audits 
manually can impose a signifi cant 
additional burden on your already 
thinly-stretched staff.

Software for a Technology 
Audit
A manual audit of your district’s IT 
assets conducted by in-house per-
sonnel typically requires technicians 
to walk through all buildings and 
sites, fi nding and confi rming each 
individual IT asset. This is an inef-
fi cient process, wasting many hours 
of valuable technician time each 
year. This ineffi ciency amplifi es the 
challenges already faced by district 
operations and IT departments in 
an economic climate where they are 
expected to accomplish more than 
ever before, while having fewer 
resources available to devote to the 
tasks at hand.

IT asset management has become 
more complicated, especially now 
with technology readiness require-
ments in the Common Core 

standards schools must comply with. 
Using software to manage IT audits 
offers benefi ts in a number of areas:

Automation. The most immediate 
benefi t to automating your technol-
ogy audit process is the amount of 
staff time and resources that can be 
devoted to other needs. In fact, 77% 
of the survey participants reported 
that their IT budget was less than 
needed in order to meet the overall 
expectations of the school board and 
district leaders, with 41% stating 
that their budget was severely less 
than needed to meet expectations. 
Automating your IT audits will free 
up signifi cant amounts of staff time 
while enabling you to manage the 
district’s IT investment effectively.

Software Management. Institu-
tions have a major investment in 
software. A school’s software not 
only needs to be effectively man-
aged fi nancially, it also needs to 
comply with licensing agreements 
to avoid fi nes. An automated tech-
nology audit solution can discover 
and monitor all the software on all 
computers within the organization, 
then provide the tools for optimum 
software management.

Proactive IT Support. Using an 
automated technology audit solution 
can improve customer service. Such 
a system can provide a help desk 
technician with complete visibility of 
the BIOS, hardware, and software of 
the IT asset. As a result, technicians 
can proactively identify issues before 
a teacher or other faculty member 
has to put in a help desk ticket for 
servicing, keeping end users happy 
and productive.

Asset Security. Effective technol-
ogy audit automation software will 
identify all the PC hardware on the 
client network and then monitor 
it daily to ensure it remains there. 
Since some hardware is expected 
to be removed from the network at 
times, such as notebook computers 
or personal devices associated with 
BYOD, the system should allow 

Knowing what assets you have, how they’re used, 
and who is using them is critical to effi  cient and 
cost-eff ective asset management, especially 
when budgets are tight.
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